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Mobile Identification  
Goes Live in the UK

O2, Vodafone and Three are rolling out a  
Mobile Connect-based service that enables their 
UK customers to use their mobile phone contract 
details to help prove their identity.



Mobile Connect is a new standard in authentication driven by mobile 
operators around the globe. It provides a convenient, secure and 
private solution for authentication, authorisation and attribute sharing. 
The underlying principles of Mobile Connect are global federation, a 
flexible technical architecture, and a user-centric approach supported 
by strict privacy principles.

Mobile Connect comprises a set of service enablers that help operators 
provide a consistent service with a degree of local flexibility. This paper 
outlines how Mobile Connect has enabled a multi-operator proposition 
in the UK, which enables relying parties to compare basic customer 
information for the delivery of Know Your Customer (KYC) or anti-
fraud services.

About Mobile Connect
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Overview: UK mobile operators 
now provide attribute services

A digitally mature market, the UK had four mobile 
network operators serving 74.2 million mobile 
connections at the end of 2015. Privacy is top of mind 
for British consumers, with 79% saying they have 
concerns about sharing their personal information 
when accessing the Internet or apps from a mobile1.  

O2 (part of Telefónica group) and Vodafone UK are 
piloting an identity solution (based on Mobile Connect) 
that enables post-pay customers to use their mobile 
phone contract details to access UK government’s 
digital services. Together, O2 and Vodafone serve 55% 
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of UK mobile phone customers, and Three UK plans to 
support the solution from early 2017, further expanding 
coverage. Private sector companies, which also 
experience challenges around verifying a customer’s 
identity, are now showing interest in the solution: 
pilots are underway in the financial services and 
gaming and gambling sectors, potentially positioning 
mobile operators as a core component of the identity 
ecosystem.

1  GSMA consumer research – 2015
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1. Cabinet Office alpha pilot – demonstrating  
 feasibility and consumer value 
The UK government views mobile operator data as useful 
to verify citizens’ identities. In 2013, the UK Cabinet Office 
approached all four UK mobile network operators to 
discuss the role they could play in securing trust in digital 
identities.

EE, O2, Three and Vodafone were invited to work with 
selected identity providers (IDPs) on an alpha pilot partly 
funded by the UK government. The pilot was designed to 
explore the role that mobile devices, SIM cards, networks 
and subscriber data attributes could play in the emerging 
digital identity ecosystem. The ultimate goal was to 
prototype a solution employing operator data to enhance 
the accuracy and security of digital identities provided by 
third party IDPs to access Cabinet Office services.
The trial tested whether dynamic mobile operator 
information could, with customers’ consent, help secure 
online transactions. Consumers were invited to test the 
prototype and feedback on their experience.

Customers expressed a high level of interest in the 
trial solution, and some demonstrated a genuine 
understanding of how the solution worked and why it 
was important. They regarded the consent-based data 
sharing as a particular point of differentiation.2

These positive results prompted two of the operators 
– O2 and Vodafone – to work with the IDPs on the 
development of a commercial solution to support the 
government’s GOV.UK Verify project to help citizens 
prove who they are online. 
 
 
2. Providing KYC match for GOV.UK Verify 
In 2014, the UK Cabinet Office launched the GOV.UK 
Verify initiative, which enables citizens to prove their 
identity online to access UK Government services across 
departments such as HMRC, Department of Work and 
Pensions (DWP), and Driver and Vehicle licensing (DVLA). 
The government appointed and certified seven IDPs to 
perform identity verification on behalf of the government: 
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Barclays, Citizensafe, Digidentity, Experian, Post Office, 
Royal Mail and SecureIdentity.

In December 2015, O2 and Vodafone UK launched the 
“KYC Match” service with Digidentity and the Post 
Office. The service allows these identity providers to 
use mobile operators’ data as a means of verifying a 
post-pay customer’s name and address by confirming 
this information with the customer’s mobile operator. 
Critically, it enables the IDPs to verify the customer details 
across mobile networks using the Mobile Connect, OIDC-
compliant, specifications.

When accessing an online government service via GOV.UK 
verify, a citizen selects which of the IDPs they would like to 
use. When they choose Digidentity or Post Office, they get 
a choice to verify their identity using one or several data 
sources – one of which is their mobile operator contract 
details. If they select this option, their UK mobile number 
is checked using the Mobile Connect Discovery process. 
If the number belongs to a post-pay customer of one of 
the participating operators, the identity provider securely 
submits (using a hashing methodology) the customer 
name and address relating to this phone number to the 
relevant operator. The operator then compares this hashed 
information with its own records and indicates whether 
there is a match for the attributes. Based on this indication, 
the identity provider decides whether to confirm the 
identity of the citizen. That decision is then sent back to the 
GOV.UK Verify service.

“Our full match rate has now reached 
an average of 72%. That is comparable 
to the best rates achieved by our main 
competitors in the identity ecosystem.”  
Mick Kennedy, Product Manager for Mobile 
Identity, Vodafone UK.

 
A third operator, Three UK, has since said it will launch the 
service in the first quarter of 2017.

The value of operator data in  
asserting digital identity

2  Exploring the role of Mobile in Digital Identity assurance – Open Identity Exchange
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3. From the banks’ perspective – securing  
 online transactions

“The GSMA, the Cabinet Office and the  
two participating operators believed the 
same concept could also be applied in  
the private sector.”  
Jim Small, UK market deployment lead, 
GSMA

To test that theory, the operators approached leading 
UK banks. 

For banks, digital security is of paramount importance, 
but needs to be balanced with ease of use. UK banks 
are losing millions of pounds to fraud every year (total 
financial sector fraud amounted to £3.3 billion in 20143), 
but tough online identification processes prompt a 
high proportion of potential customers to abandon 
applications.

“Our meetings with representatives 
from the financial sector uncovered 
strong latent demand for a better way to 
authenticate and identify customers and 
potential customers.” 
Oscar Mancebo Ortiz, Senior Product 
Manager, Telefónica Group

Validating a new customer’s passport or other proof 
of identity is cumbersome online and expensive in-
branch. Banks have to subsequently verify the name and 
address provided by the customer with other sources to 
comply with KYC requirements and AML (Anti-Money 
Laundering) regulation. Over 50% of bank accounts in 
the UK are opened by non-British customers (mostly EU 
citizens), further complicating the verification process4. 
Banks also need to implement measures to guard against 
fraud during all transaction attempts. 
 
At the same time, the costs and complexity of managing 
customer data can make it hard to scale.

“To address the cost and complexity of 
strong identity verification, we recognise 
that identity needs to be user-centric, 
rather than service-specific, and cross-
border, rather than country-specific.”  
Dan Johnson, Deputy Head of Group 
Customer Data Strategy, HSBC 

This involves correlating information from various 
sources on each customer. Mobile operators are natural 
partners, in this respect given the important role that 
mobile devices already play in securing digital accounts 
and transactions. Operators’ access to dynamic network 
and device information enables them to help detect 
fraud in real time.
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3 Annual Fraud Indicator 2016 – Experian, PKF & University of Portsmouth

4 Barclays
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4. A framework that can support  
 dynamic solutions
The UK banks expressed a strong interest in a dynamic 
solution to verify the ongoing validity of the mobile 
number being used to access bank services.

For this purpose, the GSMA and the operators defined 
a set of “Account Takeover Protection” (ATP) services 
based on the same Mobile Connect/OIDC technical 
architecture as the KYC Match service.

Whereas the KYC Match case service only compares 
semi-static user information, the ATP service provides 
dynamic device information. Moreover, several signals 
are available in various bundles serving different 
security use-cases. For example, operators can provide 
indications of whether a phone has been reported lost 
or stolen, the SIM/phone pairing has recently changed, 
a call divert has been set up on the number, and the 
location of the phone – all of which could be indicators 
of an account takeover. Using these indicators, the bank 
can make a better-informed decision on whether a 
transaction or account could be fraudulent.
A number of UK banks are working on trials or pilots of 
these services with the UK operators.

The gaming and gambling industry has also shown 
interest in using operator data for age verification 
purposes. To meet this request, the operators are 
working on enabling a variation of the KYC Match 
product in which date of birth is included in the hashed 
attributes to be verified. A pilot has been agreed with a 
UK-based gambling company.

“In response to enquiries from potential 
customers, we are now working on a wide 
range of further use cases, encompassing 
content and entertainment to insurance 
and motoring.”  
Oscar Mancebo Ortiz, Senior Product 
Manager, Telefónica Group

The operators have defined initial use cases, such as 
verifying the change of a registered mobile number, 
adding a new beneficiary to an online bank account or 
verifying a batch of existing mobile numbers within an 
operator.

5. The UK service framework
The development of the Mobile Connect standard 
enabled O2 and Vodafone UK to work within a globally 
interoperable framework, rather than be technically 
isolated.

The GSMA, supported by the UK mobile operators, 
defined a service framework (see Figure 1) to 
deliver attribute services that support KYC, validate 
real identity, reduce fraud and improve the online 
experience, while also protecting the customer’s privacy 
and personal information.
 

FIGURE 1: THE OPERATOR ATTRIBUTE SERVICE FRAMEWORK:
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6. A technology built for privacy and security
The key principles underlining the design of the service 
are user-centricity, respect of privacy, permission-
based sharing and proportionality to the purpose.

For the time being, the UK operators are only serving 
trusted service providers (TSPs); this means that before 
they make a request, service providers have to pre-
register for Mobile Connect and then specifically for the 
KYC Match product and accept the relevant terms and 
conditions, including:

■■ The TSP must already have the mobile number of 
the user

■■ The TSP must have permission from the user 
before requesting the service from the user’s 
operator

The initial KYC for Government IDP use case in the UK 
currently captures user permission through the relevant 
service providers’ terms & conditions. The operators’ 
legal teams review these terms and conditions to check 
that they capture the right permission: they must be 
explicit in requesting mobile information, explaining how 
the service works and what the purpose is. This process 
is being reviewed and amended for future use cases as 
required.

Moreover, the data matching products are built in a way 
that ensures no party learns anything new about the 
user during the process of the transaction. The relying 
party can submit customer information (name, address 
and mobile number) in the knowledge that only the 
mobile number is sent as is: all other attributes are 
hashed. The operator hashes its equivalent data (based 
on the mobile number sent) using the same algorithm 
and compares the hashes. The operator returns a yes/
no response for name match and address match, as well 
as the attribute value if there is a match. If there is no 
match, this value is removed from the response.

By definition, the data signal products, such as the ATP, 
cannot follow the same rule; in this case, the data is 
shared with service providers. However, the information 
returned is always proportionate to the purpose. For 
example, for fraud protection purposes the service 
providers receive time stamp information on the last 
SIM/device pairing (e.g. was changed in the past 48 
hours), but they don’t receive any other SIM or device 
details.

Figure 2 shows how the solution works from a technical 
perspective. The UK operators have contracted vendors 
to provide an ID server capability that is compliant with 
the Mobile Connect specifications. 
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FIGURE 2: ARCHITECTURE OF THE OPERATOR DATA SERVICES
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1. Government can kick-start the digital  
 identity ecosystem
The Cabinet Office and, in particular, the Government 
Digital Service (GDS) team are aiming to make UK 
citizens’ life easier by offering a range of easy-to-
use online services. The Cabinet Office realised the 
importance of user trust, and the role government can 
play in defining the regulation needed to make digital 
identity user-centric.

“This initiative was very important to 
accelerate the operator project and drive 
it forward. It has highlighted the value 
of operator data-enabled ID services 
and driven interest from private sector 
companies.” 
Andrew Bell, Europe Deployments Director, 
GSMA

2. A critical mass of operators drives demand
While the alpha pilot demonstrated the feasibility of 
using mobile data to help verify the legitimacy of a 
digital transaction, it took two operators to follow up 
on the pilot and prove the applicability of the concept 
before demand surged. Since O2 and Vodafone UK 
launched a live service, service providers have been 
actively reaching out to the operators to explore 
potential use cases. 

By contrast, O2’s initial attribute-sharing service, 
launched in 2011, struggled to breakt hrough. At the 
time, O2 accounted for about 30% of the market.
The high demand, together with service provider 
requests for complete market coverage, has prompted 
Three UK to prepare to launch the service early in 2017.

3. A consistent cross-operator attribute  
 proposition drives scale
Given the sizeable amount of money lost to fraud, a 
new layer of security has value for service providers 
even if it does not cover all their customers. Some UK 
banks are ready to do an initial “soft launch” on top 
of their existing processes with only two operators 
participating. But service providers, ideally, want to offer 
a consistent and reliable service to all their customers. 
Many of the UK banks want all the mobile operators to 
be participating before considering a full commercial 
launch and a complete integration into their live, 
customer-facing systems. 

As banks are not ready to do multiple different 
technical integrations, they are also looking for technical 
consistency, which is achieved by complying with 
the Mobile Connect standard. However, commercial 
consistency is prohibited in the UK by competition 
regulation. Therefore, service providers need to 
negotiate and sign contracts separately with every 
participating operator.

Key learnings
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4. Demonstrate feasibility before aiming for  
 high-value services
When the UK operators assessed the feasibility of 
attribute services, the most easily exploited data was 
found to be KYC information, such as name, address 
and date of birth. This information may be less reliable 
than network information, and is also held by a number 
of other players in the identity space, but the operators 
decided that the quickest route to scale and revenue 
was to start with the simplest services to demonstrate 
feasibility, before setting out to deliver more valuable 
and unique attributes.

This strategy has proven successful. The Cabinet Office 
beta service provided the opportunity to deliver a live 
KYC service, and banks say such services would have 
value for them as well. Now companies across different 
market sectors understand the potential beyond the 
existing service and are reaching out to operators to 
explore future use cases.

5. Build a strong business case around revenues  
 and relevance
To secure internal approval to pursue such a project, 
the leads within the UK operators had to build a 
robust business case. The business case is based on 
the strategic importance of ensuring the continued 
relevancy of the operator in the digital space and 
addressing an important market problem: removing 
invalidated customer data and reducing customer 
relationship management costs - by providing KYC 
verification services.   

“Attribute sharing services will help to 
ensure operators remain highly relevant 
in the digital economy, while also opening 
up new revenue opportunities.”
Mick Kennedy, Product Manager for Mobile 
Identity, Vodafone UK

To build a robust business case, operators first had to 
understand the full opportunity. Based on the operator 
‘data products’ identified out of the UK Alpha project, 
they spent time evaluating the use case value creation 
compared to the platform costs. They independently 
worked on pricing adapted to market value for each 
sector and use cases. Once they analysed the potential 
transaction volumes, the operators agreed that there 
was value to them in this line of business. The strength 
of the business case has prompted Three UK to join the 
project.
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6. Facilitate technical understanding  
 and alignment
Operators need to allocate appropriate technical 
resources to the project from the start. These resources 
should work in conjunction with the commercial and 
engagement teams to define the product.

The UK operator teams spent time understanding the 
data they hold, its availability and its consistency across 
operators. They also needed to design the architecture 
of the identity gateway, manage the vendors and align 
the technical specifications across operators and with 
the Mobile Connect / Open ID Connect standard. 

The technical architects within O2 and Vodafone drafted 
a technical ‘Consumer Guide’ to help operator and 
vendor staff understand the rationale for the project, 
business goals and technical solution. The GSMA 
technology team validated this document (to ensure 
alignment with the global Mobile Connect direction) 
and circulated it to all mobile operators and interested 
service providers.

This single view of the solution was used to build 
the beta service for O2 and Vodafone, enabling the 
Digidentity and Post Office services to be easily 
integrated into both operators.

4

Since the launch of the beta service, the UK operators, 
working closely with the GSMA, have updated the 
specification to align more closely with the GSMA global 
KYC specification (which has been drafted since the UK 
launch). They also plan to launch an ATP solution fully 
aligned with the GSMA / Mobile Connect global ATP 
specification.

7. Privacy and trust are fundamental
Safeguarding user privacy was a requirement to 
successfully work with the Cabinet Office and to comply 
with the Mobile Connect standard. 

The Mobile Connect privacy principles 
require services to be transparent, give 
users choice and control, minimise the 
data used to fulfil the purpose and 
adequately protect customer information. 

The UK operator teams have built these principles 
into the technical architecture and business processes 
that deliver the service (e.g. by comparing hashed 
information, and systematically obtaining user 
permission). The TSP model provided a straightforward 
mechanism to meet these principles.
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Conclusion and roadmap

The launch of attribute products by O2 and Vodafone 
UK has attracted a lot of interest from service providers 
from various sectors. There is clear value for operators, 
as demonstrated by Three UK’s decision to offer the 
service jointly with the two existing operators and bring 
the market penetration to 67%. That paves the way for a 
compelling commercial proposition.

The UK operators are now transforming the current 
minimum viable product into a robust commercial 
service to be launched from January 2017.

The UK operators are also seeking to streamline service 
provider engagement and contracting. Currently, each 
operator has its own identity gateway, and reaches out 
individually to prospects – although in the name of all 
participating operators. The operators are considering 
appointing aggregators to sell the service on behalf of 
all of them. Other potential sales and service partners 
(SSPs) are approaching operators with demand from 
various verticals.

While attributes and their monetisation potential 
have provided an easy-to-justify starting point for the 
adoption of Mobile Connect, authentication is now on 
the Mobile Connect roadmap for the UK operators. 
The EU Payment Services Directive 2 (PSD2) is forcing 

banks and payment companies to adopt two-factor 
authentication. The Mobile Connect authentication 
proposition can enable them to meet that requirement 
securely. For attribute services, authentication could be 
used as the mechanism to acquire user permission.

‘Explicit’ consent, obtained via a Mobile Connect 
authentication request, would enable new products, 
such as form fill to be introduced, where the mobile 
number is not yet in the possession of the service 
provider. The Mobile Connect architecture allows for 
such a process. To support these use cases, the GSMA 
is developing a series of trust guidelines for operators 
seeking to extend their relationships with TSPs to 
include consent capture.

However, in some use cases, seeking consent before the 
transaction takes place could reduce – not increase – 
the effectiveness of the service. This would be the case 
in fraud use cases where the bank would prefer not to 
expose the methods by which it keeps the end user safe 
from fraud. 

Finally, the UK operators’ product teams see an 
opportunity for ‘qualified authentication’ combining 
authentication with their existing attributes proposition 
to increase security and decrease friction. 
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Sharing best practice
Any improvements you have made to your deployment(s) which have 
translated into strong numbers?

We want to hear about your experiences – and with your permission, 
help you share them for the benefit of all operators working in the 
Mobile Connect ecosystem.

Please get in touch with our Mobile Connect team at GSMA London, 
mobileconnect@gsma.com

To find out more about Mobile Connect,  
please visit gsma.com/mobileconnect

The Walbrook Building, 25 Walbrook, London EC4N 8AF
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